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I, Keith Andersen, certify that I am an officer ofthe company named above, and
acting as an agent of the comparty, that I have personal knowledge that the company has
established operating procedures that are adequate to ensure compliance with the
Commission's CPNI rules. See 47 C.F.R. § 64.2001 et seq.

Attached to this certification as Exhibit I is an accompanying statement explaining
how the company's procedures ensure that the comparty is in compliance with the
requirements set forth in section 64.2001 et seq. of the Commission's rules.

The company has not taken any actions against data brokers in the past year.

The company has not received any customer complaints in the past year concerning
the unauthorized release of CPNI.



Exhibit I

INTER-COMMUNITY T[~LEPHONE COMPANY

STATEMENT EXPLAINING HOW nIE COMPANY'S OPE1~ATING PROCEDURES ENSURE
COMPLIANCE WITH THE FCC'S CPNI RULI~S

l. Customer PI'oprietary Network Information ("CPNI")

crNl is dcnncd in Scction 222(f) of the Communications Aet as (A) infonuntion that relates to Ihe
lj\lantity, technical configuration, type, destination, and amount of llse of a telecommunications service
subscribed to by any customcr of a telecommunications eanier, and that is made available to the Clutier
by the customer solely by virtue of the carrier-customer relationship; and (8) information contained in
the bills pertaining to telephone exchange service or telephone toll service received by u ellstomcr of a
carrier (except that CPNI does not include subscriber list information) .

. Generally, CI'NI includes personal inl\ll'lllation regarding a conslimer's use of his or her
telecommunicl\tions services. CPNI encompasses inlclI'lllalion such as: (a) thci'#phonc numbcrs called

:by. a eonsumcr; (b) the telephone numbers calling a customer; (c) tbe time; Ipcijtionlmd duration of a
consumet"s outbound and inbound phone calls, und (d) the teleeommllnie'itionsancl inlol'Jiintinn services
piirchascd by a consumer.

. Call detail information (also known as "call records") is a catcgory of CPNlthatisparticulmly sensitivc
from a privacy standpoint and that is sought by prctexters, hackers and other unauthorized entities IC,r
illegitimate purposes. Call detail includes any inllmnation that pcrtains to the transmission ofa specific
telephone call, including the number called (for outbound calls), the number lI'om ,vhich the call was
placed (for inbound calls), and the date, time, location and/or duratiol1 of the call (for all calls).

II. Use lIIHIDisclosul'e of CPNIIs Restricted

The Company recognizes that CPNI includes information that is personal and individually idcntifiable,
and that privacy conccrns have lcd Congress and the FCC to impose restrictions upon its lIse and
dise\osure, and upon the provision of access to it by individuals or ontitics insidc and outside the
Company.

'1110 Company has designated a CrN] Compliance Officer who is rosponsible lor: (I) communicating
with the Company's attorneys and/or eOl1sultants regarding CI'NI responsibilities, requirements and
restrictions; (2) supervising the training of Company employees and agents who use or have nccess to
CPNI; (3) supervising the usc, disclosure, distribution or access to the Company's CPNI by independent
contractors and joint venture partners; (4) maintaining records rcgarding the lise of CrNI in murketing
campaigns; and (5) receiving) reviewing and resolving questions or issues regarding usc, disclosure,
distribution or provision of access 10 CPNI.



Company employees and agents that may deal with CPNI have been informed that there are
s\lbstantial federal restrictions upon CPNI use, distl'ibulion and access. In order to be
authorized to use or access the Company's .CPNI, employees and agents melst receive
training with respect to the requirements of Section 222 of the Communications Act and the
FCC's CPNl Rules (Subpart U of Part 64 of the FCC Rules).

Before an agent, independent contrnctor or joint venturepartncr may receive or be allowed to
access or usc thc Company's CPNI, the agent's, independent contractor's 01' joint venture
partner's agreement with thc Company must contain pmvisions (01' the Company and the
agent, indepcndent contractor 01' joint vcnture partner Inust enter into an additional
confidentiality agreement which provides) that: (a) the agynt, independent COlltractor or joint
venture partner may use the CPNI only for the purpose for which the CPNl has been
provided; (b) the agent, independent contractor or joint venture pm-tner may not disclose or
distribute the CPNI to, or allow access to the CPNI by, any other party (unless the agent,
independent contractor or joint venture patlller isexpressly and specifically required to do so
by a court order); and (c) the agent, independent cont(actor o( joint venture partner must
implement appropriate and specific safeguards acceptable to the Company to ensure the
confidentiality of the Company's CPN!.

Ill. l'I'oteelion of Cl)Nl

l. The Company may, after recelvmg an approprime written request from a customer,
disclose or provide t.he eustomcr's CPNl to the customer by sending it to the customer's
acklress or record. Any and all such customer requests: (I) must he made in writing; (2) must
include the cllstomer's correct billing name and address and telephone number; (3) must
specify exactly what type or types of CPNI must be disclosed qr provided; (4) must specify
the time period for which thc CPN! must be disclosed or providcd; ancI (5) must be signed by
the customer. The Company will disclosc CPNl upon affirmative writtcn request by the
customer to any person designated by the custome,,, but only after thc Company calls the
customer's telephone number of rceord and/or sends a notification to the customer's acIdress
of record to verify the accuracy of this requcst.

2. The Company will provide a customer's phone records or othcr CPNI to a law
enforcement agency in accordance with applicable legal requirements.

3. The Company will retain all customer pll>swords and "shared secret" question-answer
combinations in secure files that may be accessed only by authorized Company employees
who nced such information in order to authenticate the identity of customers requesting call
detail information over the telephone.



4, Company employees\Vill authenticate all telephone requests forCPNIin the same Inanner whether or
not the CPNI consists of call detail inforinalion. That fs,COl11lliiiiy emplbyeesimist:(afbe'fuYiYIslletl,lre
customer's pre-established password (Ol' correct answers to the back-up "shared sceret" combinations);
(b) send the requested Information to thc customer's postal or clectronic "address of record" (see
definition above);" or (e) call the customer back at the customer's "telephone number of record" (sec
defmition above) with the requested inl(li'Ination.

5. If a customer snbseribcs to multiple services offcred by the COml}any and all affili,lte, the Company Is
pcrmitted to share the customer's CPN I regal'ding such services with its affiliate. If a customer does not
s.ubseribe to any tclecommunieations or non-telecommunications services otfcl'0d by an affiliate, the
Company is not permitted to share the customer's crNI with the affiliate without the customer's consent
pmsuant to the appropriate notice and approval prooedures set forth in Scctions 64.2007, 64.2008 and
64.2009 of the FCC's Rules. .

6. Whcn an existing customer calls the Coi,lpallY to inquire about or order new, additional or l110ditied
scrvices (in-bound markcting), the Companyln,\y'use the eustomcr's erNI other than call detail CPNlto
assist the cuslomer for the duration'o f the cllstomer's call irthe Company proVides the customer with the
oral notice required by Scctions64.2008(ey·and 64.2008(f) of the FCC's Rules and after the CompanY
authentieatcs the customer. ...

The Company Inay diSClose or release call detail infonl1atiOll to customers during customer-initiated
telcphone contacts only when' the.cllstomer'j}l'ovides a pre-established password. If the customer docs
not provide a pass\Vord, call detail information can be releascd only by scnding it to the customer's
address of record or by the carrier calling the customer at the telephone number of record. If the
customer is able to providc to the Company during a customer-initiated telephone call, all of the cal1
detail information neeessary to addl'css il customer service issue (i.e., the telephone number callcd, when
it was called, and, if applicable, the amount charged for the call) without Company assistance, then thc
Company may take routine ctlswmel'"Scrvice hctions related to such inl\mnation. (However, under this
circumstance, the Compnny may not disclose to thc customer any call detail information about thc
customer neeount other than the e,llI detail information that the Clistomer prOVides without the customer
Iirst providing a password.)



CO;111)[\11)';1so,.;,ensoloses;it11d/o;'.jJ6\'111 iiS aCCess· toCrNI.iii Coiiiiectio1iWithCoiliI5jfiiY:iifirinrcd
marketing of services to which a customer does not already subscribe tl'om the Company (out-bound
marketing) only pursuant to the notice and approval procedures set !(lrth in Sections 64.2007,64.2008,
and 64.2009 of the FCC's Rules. All proposed ouHlotmd mnrketing activities arc reviewed by the
Company's (;PNI Compliance Offtccr for eompliance with the CrNI restrictions and requirements in the
Communications Act and the FCC Rules:

8. The Company maintains appropriate paper and/or electronic records that allow its employees,
independent contractors ailCljoint venture pattners to clcarly establish thestatl.ls of each oustomer's Out-··
out andlor Opt-In approvals (if any) prior to use of the customer's CrN!. These records include: (I) the
date(s) of any and all of the customer's deemed Opt-out approvals andlor Opt-in approvals, together with
the dates of any modi ficationsor revocations of such approvals; and (ii) the type(s) of crNl use, access,
disclosure andlor tlistributionupproved by the customer.

9. Before II Cll'tomcr's CPNI can bc used in an out-bound marketing activity or cllmpalgn,. the
Company's rccordsmusrhc clyccked to determinc thc status of the customer's CPN I approval. Compuny .
employees, indepclldcnl.~ontl'aetors lind joint V0nttlre partncrs are required to· notify the CPNI
Compliance Ortlccr·ofally.ac0ess, accuracy or secmity problcms thcy .encountcr with rcsped t(j\hese
recorcls.

If new, additional or extended approvals are necessnry, the CPNI Compliance Oft1cer will determine,
whether the Company's'·'Opto()ut CPNI Notice" or "Opt-In CrNl Notice" must be used with rcspcctto,
various proposed nut-bound marketing activities.

10. The crNl Complinnec Ol't1eer will maintain a rceorcl of each out-hound marketing activity or
campaign, including: (i) a tlcscription of the camplligll; (ii) the specific CPNI that was used in the
campaign; (iii) the datc anc! purpose ofthc campaign: and (lv) what products and services were offered ns
pan of the campaign. This record shall he maintaincd for a minimum of one year.



11. The Company's employees and hilling agents mny use CPNI to initiate, render, biU and
coUect for telecommunications services. The Compnny may obtain information from new or
cltisting customers that may constitute CPNI as pM of applications or requests for new,
additional or modified services, and its employees and agents nmy use such customer
information (Without further customer approval) to initiate and provide the scrvices.
Likewise, the Company's employees and billing agents may usc customer service and calling
rccnrds (without customer approval): (a) to bill customers for services rcndcredto them; (b)
to investigate and resolve disputcs with customers regarding their bills; and (c) to pursue
legal, arbitration, or other processes to collect late or unpaid bills from customcrs.

12. The Company's employees and agents may usc CPN! without customcr approval to
protect the Company's rights or property, and to protect users and other carriers from
fn1lldulent, abusive or illegal use of (or subscription to) the telecoll1mullications scrvice from
.o,yhich the CPNl is derived,

Becausc allegations and invcstigations of fraud, abuse and illegal usc constitute very
,sQPsltivematters, any access, use, disclosure or distribution of CPNl pursuant to this Section
nlust be expressly approved in advance and in writing by the Company's CPNICompliance
Orncer,

The Company's employees, agents, independent contradors and joint venture partncrs
may NOT usc CPNlto identify or track customers who have made calls to, ()I: received calls
from, competing carriers. Nor may the Company's employees, agents, independent
contractors or joint venturc partners use or disclose CPNI for personal reasons or profit.

14. Company policy mandates that files containing CPNI be maintained in a secure manner
such tllat they cannot be l!se<I, accessed, disclosed or distributed by unauthorized individuals
or in H1lunuuthorizcd manner.

IS. Paper files containing CPN I are kept in secure areas, and may not be used, removed, or
copied in an unauthorized manner.

16. Electronic files and databases containing CPNI are maintnined on computers that arc not
accessible from the lnternet or that arc on the Company's intnmet behind firewalls that arc
regularly monitored and tested for effectiveness. In addition, such electronic filcs and
databases may bc aece.ssed only by authol'ized Company employees who havc beenprovkled
a currently effective strong login ID and password (which password is periodically changed).

17. Company employees, agents, independent contractors and joint venture partners are
required to notify the CPNI Compliance Officer of any aCcess or security problems they
encounter with rcspcct to files containing.CPNl.



18. The Company may permit its customers to establish online accounts, but must require an
appropriate password to be furnished by the customer before he 01' she can access any CPN]
in his or her online account. Such password may NOT be based upon readily obtainable
biographical information (e.g., the customer's name, mother's maiden namc, social sccurity
number or date of birth) or account information (e.g., the c\lstomer's telephonc numbcr or
address).

19. Customers may obtain aninitinl or rcplacemei1t password: (i) if thcy come in pcrson to
the Company's business officc, produce a drivcr's license, passport or other government­
issued identification verifying their identity, and correctly answer certain questions regarding
their service and address; or (ii) if they call a spccified Company telephone number from
their telepbone number of record, and then wait at that n\lmber until a Company
represcntative calls them back and obtains corrcct answers to ccrt/lin questions regarding
their service Imd address.

20. Thc Company will notify customers immcdiatelyol'certain clHlIiges in their neCO\lllts that
may affect privacy or security matters.

a. The types of changes that require immediate notification include: (a) change or request
for change of the customer's password; (b) chunge qrrequest for change or the
customer's address of record; (c) change or request Torclumge of any significant element
of the ellstomer's online account; and (I) a change or request for change to the
customer's responses with respect to the back-up means of authentication for lost or
forgotten passwords.

b. The notice may be provided by: (a) a Company call 01' voieemail to the customcr's
telephone number of record; (h) a Company text message to the customer's telephone
numbe,' or record; or (e) a written notice mailed to the customer's address of record (to
the customer's prior address of rcmnl if thc change includes a change in the cllslOmcr's
(1Cldress of record).

c. The notice must identify only the general type of ehunge and must not reveal the
changed inforl1luti(ln.

d. 111e Company employee 01' agent sending the notice must prepare and furnish to the
CPNI Compliance Officer a memorandum containing: (a) the name, address of record,
and telephone number of record of the customer notified; (b) a eopy or the exact wording
of the text message, written notice, telephone message or voicemail message comprising
the notiee; and (e) the date and time that the notice was senl.



21. The Company must provide an initial notice to law enforcement and a s\lbscqucnt notice to the
~~I~stomcri~lI~c~lIrity breach results in the disclosure of the customer's CPNI to a third party without the
customer' s aut1'1ol'izati0 n.~~ ~~ ~ ~~~ . ~ ~. ~ .~....~~ . . .. ~ .~'--~~ .~-~.~~.~..~~..._~~~._..~.~~ .....~~--~~~~.~.~

a. As soon as practicable (and in no event more than seven (7) days) after the Company discovers
that a person (without authorization or exceeding authorization) has intentionally gllined access to,
used or disclosed CPNI, the C0ll1p0l1Y must provide electronic notification of suel; breach to the
United States Secret Service and to tlie Federal Bureau of Investigation via a~ central reporting theility
accessed through a link maintained by the FCC at htt12://www.fee.gov/e..PKpni.

22. The Company will provide ellstomers with access to CPNI at is retail locations if the customer
presents a valid photo ID and the valid photo ID matches the name on the account.

23. The Company takes reasonable measures to discover and protect against activity that is indicative of
pretexting including requiring Company employees, agents, independent contractors and joint venture
partners to notify the CPNI Compliance Officer immediately by voice, voieemail or email of: (a) any
s\lspieio\ls or unusual call requesting a customer's call detail inlonnation or other CPNI (including a call
where the caller rurnishes an incorrect password or incorrect anSWCr to one 01' both 01' the "sharcd sccret"
question-answer combinations); (b) any suspicious or UIH'SIHJi attempt by an individual to change a
customer's passworrl or account ilij(mmltioli~'(iJ1C1urling providing ilHldequate or inappropriate
identification or incorrect "address or l'eeord," "telephone number or recorel" or other signiticant service ~

intonnation); (c) any and ali discovered instances where access to thc Company's electronic tiles or
databases containing passwords or CPNI was denied rluc to the provision of ineorrcet logins and/or
passwords; and (d) any complaint by a eustOlilel'Ofunallthorizcd or inappropriate usc or disclosure (if his
or her CPNI. The CPNI Compliance Officer will request furthcr information in writing, and investigate
or supervise the investigation of, any incident or group of ineirlents that reasonably appear to entail
pretexting,



IV. CrNI Compliance Officer

In addit;onto thc,spcciFic mattcr~ rcquired to bc reviewed and approved by thc Company's.
CPNI Compliance Officer, employees and agents, independent contractors and joint venture
purlners nre strongly encouragcdto bring any and all other questions, issues or uncertainties
rcgmding the use, disclosme, or access to CPNI 10 the attention of the Company's CPNI
Compliance OITicel' for appropriate investigation, review al)d guidance. The extent to which
a particular employee or agent brought a CPNI malter to the attention of the CPNI
Compliance Officer and receivcd appropriate guidance is a material consideration in any
disciplinury action brought against the cmployce or agent for impcrmissible use, disclosurc
or access to CPNI. .

V. Disciplhmry Procedures

The Company has informed its employccs and agents, independent contractors and joint
venture partners that it considers compfiance with the Communications Act and FCC Rules
regnrding the usc, diSciosurc, and access to CPNI to be very important,

Violation by Company employees Or agents of such CPNI rC(luirements will lend to
disciplinary nction (inclqding .remedial training. reprimands. unfavorable perfol'l\Hll1cc
reviews, probation. mid termination), depending upon the circumslances of the violation
(including the severity of Ihe violation, whether the violation wns n firsl time or repeal
violation, whether appropriate gqidance was sought 01' received from Ihe CPNl Compliance
Officer, and the extent to which the violation was 01' was not deliberate or malicious),

Violation by Company independent contractors or joint ventme partners of such CPNl
reqqirements will lead to prompt disciplinary aclion (up to and including remedial training
and Icr111inmion of the contract),


